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Open Finance FAQs

1. Open Finance Overview - Understanding Open Finance

1.1 What is Open Finance?

Open Finance gives you control over your financial data and
services. With your permission, it lets you securely share your
bank, insurance, mortgage, and other financial information with
and initiate services via regulated providers to access more
personalized, innovative, and convenient financial services.

1.2 What is Open Finance called in the UAE?

Open Finance is known as AlTareq in the UAE. You will see this
name and logo when using Open Finance services provided by
banks or insurers, exchange houses or brokers, and Third-Party
Providers. Examples include:

An insurance comparison website

An e-wallet and payments app

A financial aggregation and insights app

A foreign exchange comparison and money sending service

1.3 Why was Open Finance introduced and how is it
implemented in the UAE?

The Central Bank of the UAE (CBUAE) launched Open Finance
to modernize the financial sector and give you more choice
and convenience. AlTareq, the name for Open Finance in the
UAE, will offer functionality that securely connects all Licensed
Financial Institutions and Third-Party Providers/apps via a central
platform. Open Finance will support four key functionalities
including data sharing, quote generation, service and transaction
initiation, and onboarding to Licensed Financial Institutions.

1.4 Who is involved in Open Finance?

Central Bank of the UAE (CBUAE): Supervisory and regulatory
authority setting Open Finance regulations, defining mandates,
regulating pricing of core Open Finance services, and establishing
KPIs to ensure a secure and efficient ecosystem.

NEBRAS: The operator of the central platform for Open Finance
and manager of initiative for the UAE.

Licensed Financial Institutions: Banks, insurers, foreign exchange
houses, e-wallets, and finance houses licensed by the CBUAE to
securely share consented user data with Third-Party Providers.

Third-Party Providers: Regulated providers utilizing open finance
functionalities to provide new ways to use financial services.

Users: Consumers and businesses as end users of AlTareq services
who benefit from innovative services provided by regulated
Third-Party Providers.

1.5 How does Open Finance work?

With your explicit consent, Open Finance allows regulated
Third-Party Providers to securely connect to banks, insurance
companies, exchange houses and other. The connection is made
via an API (Application Programming Interface); this is the same
type of connection your mobile phones uses to connect your
photos app to your social media apps, however we add the
highest grade of security to the connection. This enables Third-
Party Providers to offer enhanced financial products and services
tailored to your needs.

Abu Dhabi Islamic Bank Public Joint Stock Company is licensed
by the Central Bank of the UAE.
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2. Open Finance Service Access
Open Finance Services Access - User Participation and Benefits

2.1 Who benefits from Open Finance services?

Open Finance empowers both individuals and businesses by
providing them with access to an enhanced range of financial
products and services.

2.2 How can end users access Open Finance services?

You can access Open Finance services through regulated Third-
Party Provider apps or platforms if you give consent for data
sharing/ service initiation to a specific provider.

2.3 What is the AlTareq Consent Mobile App?

The AlTareq Consent Mobile App allows you to give permission
and manage what financial data you share through Open
Finance. It's a trusted, centralized app that lets you approve
payments, share data, and control all your consents, in one place,
across Licensed Financial Institutions and Third-Party Providers.

2.4 Are users automatically opted into Open Finance?
No. Open Finance is completely voluntary. You actively give
consent before any data is shared or services are provided. You
can manage or cancel your consent at any time through:
Your Licensed Financial Institution's platform
Your Third-Party Provider's platform
AlTareq Consent Mobile App

2.5 How do end users benefit from the Open Finance
platform?

The Open Finance platform enhances how you access and
leverage financial services through:

Secure Data Sharing: Consent-driven data sharing enables
the customization of financial products and services including
personal and corporate financial management tools. It can help
you track spending, optimize cash flow, gain valuable financial
insights, and make informed financial decisions.

Streamlined Service Initiation: Services such as instant, recurring,
future-dated, batch, and international payments, FX transactions,
account opening, and contract execution are initiated through
licensed third parties — enhancing flexibility while minimizing
process-related costs.

Product and Service Quote Generation: Comprehensive quotes
across insurance, banking, and foreign exchange services can
be generated, making it easier for you to compare options and
select the best fit.

2.6 Where can users find more information on Open Finance?
You can find additional details on the website.

03 User Consent & Data Control
User Consent & Data Control - Understanding User Consent

3.1 How can users consent to data sharing or service
initiation?

You can grant consent in two ways, both of which require multi-
factor authentication:

Abu Dhabi Islamic Bank Public Joint Stock Company is licensed
by the Central Bank of the UAE.
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Grant consent via the Licensed Financial Institution Platform:
You can provide consent directly through your Licensed Financial
Institution's platform. Consent can be temporarily suspended or
revoked at any time through the same platform.

Grant consent via the AlTareq Consent Mobile App: You can
provide consent on the AlTareq Consent Mobile App after
verifying your identity through Emirates Face Recognition. Once
authenticated, the app allows you to consent for data sharing or
service initiation. You can review, temporarily suspend, or revoke
consent at any time on the app.

3.2 What types of data are shared through Open Finance?
With your consent, Open Finance allows the sharing of:
Account details such as account name, account number, account
balance, and transaction history.

Insurance information such as policy numbers, coverage specifics,
and claims history.

Foreign exchange data such as currency types, transaction
amounts, exchange rates, and transaction dates.

Payment details such as direct debits, standing orders, and the
updated account balance after each transaction.

Personal details such as name, address, and employment
information.

3.3 What is user consent in Open Finance?

User consent in Open Finance means that individuals explicitly
authorize Third-Party Providers to access specific financial data
or initiate services on their behalf. Consent is always required
before any data sharing or service initiation occurs, ensuring
users retain full control over their financial information. Users
can revoke, pause, or modify their consent at any time through
the consent management interfaces provided by the Licensed
Financial Institutions, Third-Party Providers, or the Open Finance
Platform.

3.4 Can | limit what financial data | share with Third-Party
Providers?

Yes, Open Finance allows you to selectively share specific types
of financial data instead of providing full access to your accounts.
For example, you can consent to only sharing transaction history
while keeping account balances private. Licensed Financial
Institutions and Third-Party Providers must follow strict data
governance policies to ensure only the authorized data is
accessed.

3.5 How does Open Finance ensure that my financial data is
accurate when shared?

Open Finance enforces high standards of data accuracy through
regulatory compliance, continuous monitoring, and automated
validation systems. Licensed Financial Institutions must ensure
that all shared data is complete, up-to-date, and consistently
formatted to prevent discrepancies. They are also required to
use data quality tools and governance policies to maintain data
integrity.

3.6 How long does user consent remain active?

Consent automatically expires after a maximum of one year.
You will need to extend consent if you want the AlTareg-based
services to continue. You can also temporarily suspend or
completely revoke consent at any time through your Licensed
Financial Institution/Third-Party Provider platform or the
AlTareq Consent Mobile App, giving you control over your data
sharing preferences and service initiation permissions.

Abu Dhabi Islamic Bank Public Joint Stock Company is licensed
by the Central Bank of the UAE.
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User Consent & Data Control - Managing & Revoking Consent

3.7 How does a user revoke or suspend consent for data
sharing or service initiation?

You can revoke or temporarily suspend consent in three ways:
Manage consent via Licensed Financial Institution Platform:
You can revoke or temporarily suspend consent at any time
directly through your Licensed Financial Institution's consent
management interface.

Manage consent via Third-Party Provider Platform: You can
revoke or temporarily suspend consent at any time directly
through your Third-Party Provider's consent management
interface.

Manage consent via the AlTareq Consent Mobile App: You are
authenticated on the the AlTareq Consent Mobile App through
Emirates Face Recognition. Once authenticated, you can revoke
or temporarily suspend consent at any time directly through the
app.

3.8 Can | temporarily pause my data-sharing consent instead
of revoking it?

Yes, Open Finance allows users to temporarily pause their data-
sharing consent rather than completely revoking it. This feature
is useful if you want to stop data sharing for a period without
losing your existing consent settings. When consent is paused, a
Third-Party Provider will not have access to new data until the
user reactivates the consent.

3.9 Can | track which Third-Party Provider have accessed my
data?

Yes, users can view a history of which Third-Party Providers have
accessed their financial data, when the access occurred, what
type of data was shared, and when consent expires on their
Licensed Financial Institution consent management interface.
This ensures full transparency and control over your financial
information.

04 Security & Authentication

Security & Authentication - Protecting User Data

4.1 Is Open Finance safe?

Yes — your safety and privacy are at the heart of Open Finance.
Only providers that are licensed and regulated by the Central
Bank of the UAE (CBUAE) can access your data, and only
with your clear, informed consent. Open Finance is built with
world-class levels of protection, using advanced security tools
like multi-factor authentication and encryption to ensure your
information and financial services stay private and secure.

4.2 What measures are in place to ensure the security of the
Open Finance platform?

The Open Finance platform incorporates several key security
measures:

Regulatory Oversight: All providers are regulated and closely
monitored by the CBUAE to ensure they meet the highest
standards of security and reliability.

User Consent and Control: You decide who gets access to your
data/ services and for how long. You can pause or revoke your
consent at any time.

Strong Identity Protection: Multi-factor authentication offers
security every time you give consent or initiate services.
Private by design: End-to-end encryption ensures your data is
protected whenever using AlTareq-based services.

Abu Dhabi Islamic Bank Public Joint Stock Company is licensed
by the Central Bank of the UAE.

1 bg v no
cn ol wll

ADIB {

d=5UiJl dliwll - 29ioll Jigoill
clslg 6)la] — Wil L6 PAnillg PaAi el A Golgo
a_6o6lqoll

o-le Aibolgo §ul=i gl el PaAi woll (L S0) @14 3.7
SdoaAl ca gl WLl dA)Lilio

90 WL 680 A8 0190l Gl gl el)] Elinoy

clifey:dnajoll A Uloll Aol dnio j1c A Golgoll 6)la)
dUQU.oOJ_JJJLLo UL 69 \5|\)_O l_LOQ_oCL_Q_O|Q.oJ|\g_LL9_Jq|cL_Ql|
AonApolld ol eli mingoyd nlAald_ 6 olgoll 6)la] danlg
cllelifng):pn)lalldoaallpa o dunio jic 4G 0Igoll§)la)
d_anlg dugL)_oopuLLo u_ogdlu_o LLOQ_oCl_O_0|q_oJ|\g_LL9_Jg|
o2JAldoaAallagoydnlalldgolgoll6)la]
U._o@__églllr&J:"@JLbJICL_é_OIq_o"@_g_quJ_;cd__é_blq_oJléjlal
o-le o LUIaLiGT ) 1e "Gl A S 0lgo" G uhiule el iga
L_Log_o Ladil<igl ddolgoll el ifngyag Onilla 25.a gl
il p e 6 1blo vl 895l oo

il d4ajliie y—Lc U_LQ_oIg.o Lol_QJIu_ub.oJ Ja 3.8
<‘I_nl:l_9_ll U—o UA_J LLog.o

ro_cm_o_olq_o LoL_o_JIUJ_ong_LLLoJJ eq._l_Q_oJ|d_Jq.oJJ|&_LLJ (O
oA aa =i.Loloi L.o)Jl_QJIU_oUA_J LLoq_oul_JLuJI(lbjl_Lu_ou_Lc
QJOJ__I_Q_JL_JLJLI..!ﬂ(lﬁJL_UJ_oLOLQ_}.lK.}_DL_I_I,CJ 3] 62 100 0) 1ol
Lisgo d 60lgolloldyl A ic.d Ulalld bolgalllalaelylado
WU L] Jangdl Vo ooa)la Eoaa 3gi ol Aol U]
A 8 0lgoll J1=9ioaAT o)l A 1)L indajanll

ol Jng uayld A oaA agjo Yl &l p—iifo) J-a 3.9
oty
d_oag'Jlgagj_odg_fuu_LcelLbUIu;oAg'LuLo.UU_bm (O]
£319:Jg-ng)Iti699.d ol oeailily o] lg-Ling Ul oLl
GG olgoll dnlln elaviil Aylig lais)Liiio Ci ol G Ul
Aol Ayl wlunng ol b olgo 6)la] dlanlg yle ¢l ag
A lollelilogleo -6 anillg dlolall duole il 1A o (Lo

d8alnollg Yloll 04

Aol Wl dlon — d8a3Lnollg YloVl

ol 290l JIgoill Ja 4.1

V.eg-i90)l Jugoill | aga Loa el ipngnAg el ol — oi
U—tnAgoll doaall5agj—o U—o V] el il ol Jgnglly-Ao)
clagusiapolloa aiolldyi=llulloylono o Utokriollg
2q-i¢ o)l Jugoill oo .n 86 6)uii 1iollg damnlgll eLid olgoy
doa8io Ylol Wigal oladi wl (fuolle dlon WUQi Lo
d_ngnAYlon 1o ainillg Jolgsl 633 _<io d_dalnoll Jio
Lailolg d_gloJl ¢Liloang el ilogleo

JJgoill dnio Ulol Ulos 63 Aio)l Wlelpayl Lo 4.2
Teg-igoll

Uloll Ulelpa] o aya=ll eo_i%oll Jugoill 6_nio (I_onAij
(A5l

AUl Uloaall poabo Eton &any (A totAiill Aoyl
GiApoll 6a i)l d =)l wllodlo) no o Aol duloig
4469390l UloVl ) pl=o LLel Pailoyi wiYlon

aJ @) U—o0230 ) ol o_anillgoani el d_6olgo
Joengll A a dinaln 63 09 Eliloaa/elill ol Jgnagll
UL_69g \5I 00 Lagls]] ol L_Loq_o elidolgo wl byl el ing)
UloVl Jolg=Jl 631 _=io d_63lnoll ) 6qi Q_Jg_o\JJ dg6 dylon
uumdllwglu_&olg@LmoubﬁomdbM

ade el dylon Joluidl o iinill J oy o Lonill A ngins
"G UaJI" Uloaa olaAiwl

(o d_ng'J_oiLoLcd_o_o)LLu_ode_LD‘Q_owa;JIQ_uo'meOJ_n_o
BiAoll6a aiolldyy=llullodloy no

Version 1 November 2025




.y -
ALTAREQ

Open Finance FAQs

4.3 Who is in control of users' personal information?

You have control over your personal data. You decide who sees
your data, what they see, and when they can see it. You can stop
access at any time and when you do, the Third-Party Providers
are obliged to delete your data which is not required to be
retained by law or regulation.

4.4 What happens if a security breach occurs in Open
Finance?

If a breach happens, the bank, insurer, or Third-Party Provider
must notify you immediately and address the issue. Open Finance
uses centrally operated security measures to prevent this from
happening. There is a comprehensive liability model for AlTareq
which compensates users in the event of any performance issue
or security breach in addition to the protection provided by UAE
law.

4.5 What is multi-factor authentication?

Multi-factor authentication adds an extra layer of security to
verify your identity when granting consent to data sharing or
service initiation. It requires you to provide at least two of the
following forms of identification:

a) something you know (like a password)

b) something you have (like an authentication app)

c) something you are (like facial recognition)

4.6 What happens if suspicious activity is detected in my
account?

If suspicious activity is detected, the Licensed Financial
Institution may trigger security protocols, such as requiring
additional authentication, temporarily blocking transactions, or
notifying the user for manual verification. If fraudulent activity is
confirmed, the concerned Licensed Financial Institution or Third-
Party Provider must take corrective action.

05 Payments & Transactions

Payments & Transactions - Types of Payments Supported

5.1 What types of payments can | make using Open Finance?
Open Finance supports initiating a variety of payments with your
explicit consent, including single instant payments, recurring
transactions, bulk payments, future-dated transfers, and
international payments. Your bank or other Licensed Financial
Institution will still make the payment initiated by the Third-
Party Provider.

5.2 Can Open Finance be used for international payments?
Yes, Open Finance supports international payments. With the
user's consent, Third-Party Providers can initiate cross-border
payments from the user's online payment account to the desired
beneficiary.

5.3 Can | schedule payments in advance using Open Finance?
Yes, Open Finance allows users to schedule payments in advance.
This feature supports recurring payments, allowing users to
automate bill payments and financial commitments.
Payments & Transactions - Managing Payments

5.4 How can | track the payments | made through Open
Finance?

You can track Open Finance payments through your Licensed
Financial Institution's platform or the Third-Party Provider that

Abu Dhabi Islamic Bank Public Joint Stock Company is licensed
by the Central Bank of the UAE.
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initiated the transaction. Users can check if a payment has been
completed, failed, or is still pending through their transaction
history.

5.5 What happens if my Open Finance payment fails?

If an Open Finance payment fails, the concerned Third-Party
Provider or Licensed Financial Institution will notify the user
of the failure. Possible reasons include insufficient funds,
authentication errors, or a processing error at the receiving
institution. The Licensed Financial Institution or Third-Party
Provider will guide the user on corrective actions. Users can also
check the payment status through their provider's transaction
history.

5.6 Can | request a refund for a payment made through
Open Finance?

Yes, you can request a refund for a payment made through
Open Finance, but it depends on the merchant's refund policy.
Open Finance enables merchants (or their Third-Party Providers)
to process refunds when both the user and the merchant have
mutually agreed to it. However, this functionality does not cover
refunds for unauthorized, defective, late, or failed payments.
Refunds are processed using the merchant's existing payment
methods.

5.7 How can | set my transaction limits?

Users can define maximum allowable payment values per
transaction, cumulative transaction limits per day/month, and
limits on recurring payments. These controls ensure better
financial management and fraud prevention.

06 Third-Party Providers & Licensed Financial Institutions
Third-Party Providers & Licensed Financial Institutions - General
Overview

6.1 Can Third-Party Providers access my financial data
without my consent?

No, Third-Party Providers cannot access your financial data
without explicit user consent. Open Finance is designed with
strict consent management controls, ensuring that users
authorize every data-sharing and service initiation request. If a
Third-Party Provider is found accessing data without consent,
they face regulatory penalties, including revocation of their
license.

6.2 Where can users verify if a Third-Party Provider is
regulated?
You can find this information on the website.

6.3 What role do Licensed Financial Institutions play in Open
Finance?

Licensed Financial Institutions act as the gateway for Open
Finance, providing secure access to user financial data, and
ensuring compliance with regulatory standards. They are
responsible for safeguarding user information, enabling data-
sharing features, and managing financial risks.

Third-Party Providers & Licensed Financial Institutions —
Regulations & Compliance

6.4 Are there regulations/legislation that protect end users?
Yes, the CBUAE Open Finance Regulation establishes a
comprehensive framework for the licensing, supervision, and
operation of Open Finance in the UAE. It outlines the necessary

Abu Dhabi Islamic Bank Public Joint Stock Company is licensed
by the Central Bank of the UAE.
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requirements and licenses for Open Finance service providers,
ensuring that only regulated organizations can engage in data
sharing and service initiation. For more detailed information,
please refer to the Open Finance Regulation.

07 User Experience, Protection and Liability

User Experience, Protection and Liability - Navigating Open
Finance-related Issues

7.1 How does Open Finance ensure a user-friendly
experience?

Licensed Financial Institutions and Third-Party Providers
are required to deliver a consistent and user-friendly digital
experience by . The standardized experience includes helpful
features such as:

Giving consent — When giving consent to any Third-Party
Provider from any Licensed Financial Institution, users will always
experience the same customer journey and the same format of
information about the consent.

Managing consent — You will always be able to easily view,
manage, or revoke your permissions with any Third-Party
Provider or Licensed Financial Institution.

Tracking transactions — Keep track of your transactions so you
always know what’s happening with your money.

7.2 How can end users address issues arising from Open
Finance-related activities?

To address issues encountered with Open Finance-related
activities, you should first raise the concern with the relevant
Licensed Financial Institution or Third-Party Provider involved.
If the Licensed Financial Institution or Third-Party Provider have
a resulting issue between each other, this will be reviewed and
determined by and the Central Bank of the UAE (CBUAE). If your
issue is not resolved by these processes, you can escalate the
matter to Sanadak for further assistance.

User Experience, Protection and Liability - Navigating Open
Finance-related Issues

7.3 What is Sanadak?
Sanadak is an impartial entity dedicated to investigating and
resolving complaints from users in the financial services sector,
ensuring a fair and unbiased dispute resolution process. It will
also be the first financial and insurance ombudsman unit in
the Middle East and North Africa (MENA) region, setting a new
standard for consumer protection in the region.
7.4 What type of end user complaints does Sanadak handle?
Sanadak handles two types of end user complaints:
Data Sharing Issues:
1. Unauthorized Data Sharing
Data Inaccuracies
- Consent-related Issues
Service Initiation Issues:
Unauthorized Payments
+ Transaction Errors

Delayed Transactions
User Experience, Protection and Liability - Liability Considerations

7.5 Who is responsible for financial losses if an unauthorized
transaction occurs through Open Finance?

Liability for unauthorized transactions depends on the cause
and the responsible party, which may be the Licensed Financial
Institution, the Third-Party Provider, or the end user. For detailed
information, please refer to the Limitation of the Liability Model

page.
Abu Dhabi Islamic Bank Public Joint Stock Company is licensed
by the Central Bank of the UAE.
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